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Abstract

In this paper, we quantify the resilience of nonlinear dynamical systems by studying the increased energy used by all inputs of
a system that suffers a partial loss of control authority, either through actuator malfunctions or through adversarial attacks. To
quantify the maximal increase in energy, we introduce the notion of an energetic resilience metric. Prior work in this particular
setting does not address general nonlinear dynamical systems. In developing this framework, we first obtain a condition on the
mean value of the control input in both the nominal and malfunctioning systems, which allows us to approximate the energy
in the input. We then obtain a worst-case approximation of this energy for the malfunctioning system, over all malfunctioning
inputs. Assuming this approximation is exact, we derive bounds on the energetic resilience metric when control authority
is lost over one actuator. An example on a model of a fighter jet subjected to nonlinear wind effects demonstrates that the
metric is useful in quantifying the resilience of the system without significant conservatism, despite the approximations used

in obtaining control energies for nonlinear systems.
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1 Introduction

In the process of control system design, ensuring re-
silience to system faults or adversarial attacks is a
key issue. Control systems operate in environments
with undesirable or uncontrolled influences, which of-
ten present themselves as changes to the structure of
actuated inputs to the system. Such changes can be de-
tected through fault detection mechanisms as discussed
in [11,34]. Notable examples of this phenomenon include
the disastrous crash of the F-117A Nighthawk aircraft
in 1997 [23], the unexpected firing of the Nauka mod-
ule’s thrusters while docking to the International Space
Station (ISS) due to a software fault in 2021 [3], and
the discovery of vulnerabilities in traffic light control
systems due to a lack of authentication software [17].
Changes to the input structure of a control system, and
in particular actuator faults, also account for 44% of all
faults in spacecraft attitude control systems [13].
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Building actuator redundancy [10] or using control re-
configuration schemes [10, 13] are common strategies to
address this issue, but can lead to significant design and
operational costs, and may suffer from component fail-
ure [32] or counteracting other actuators [20]. Notably,
these faults can prevent a control system from achieving
a performance objective such as reachability, safety or
optimality.

Motivated by the difficulties in addressing such failure
modes, in this paper we consider nonlinear dynami-
cal systems that suffer from a loss of control authority
over a subset of their actuators. Such a failure sepa-
rates the inputs into controlled and uncontrolled sets.
Uncontrolled inputs can potentially be chosen by an ad-
versary and take on any values in their admissible set.
However, these values are measurable, and controlled
inputs, which are under the authority of the system, can
use these measurements to compensate for any undesir-
able effects from the uncontrolled inputs. In a general
nonlinear system, addressing the problem of designing
controlled inputs in this setting is difficult. Rather than
designing these controlled inputs, our objective is to
quantify the mazimal additional energy in the control
inputs used to compensate for the effect of uncontrolled
inputs, compared to the nominal case where control
authority is not lost. We propose the metric of energetic
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resilience to quantify this additional energy. We remark
that the maximal additional energy is directly related
to consumption of resources such as fuel in practical
vehicular systems that may lose authority over some
inputs. In such settings, fuel economy is an important
consideration [21,30]. Thus, such a quantification of the
increased resource consumption can enable an under-
standing of the maximal capacity required.

Our line of work contrasts with earlier approaches to
quantify resilience in systems and networks. The work of
Bouvier et al. [5,7,8] uses minimal reach times to quan-
tify resilience. In contrast, we consider minimal control
energies to reach a target state, which is directly related
to designing resource capacity as discussed above. While
a metric for energetic resilience was proposed in [27]
for linear driftless systems, that metric is not meaning-
ful for general nonlinear dynamical systems, motivating
the approach in this paper. Further, none of the above
works address a partial loss of control authority for gen-
eral nonlinear dynamical systems. This paper thus rep-
resents our first steps in answering this problem. Re-
cent advances have been made in addressing the gen-
eral challenge of resilience for nonlinear systems. How-
ever, these works generally focus on network attacks in
cyber-physical systems [14, 35] or resilience under dis-
turbances [31, 36]. To the best of our knowledge, none
of these recent advances address actuator malfunctions
or adversaries gaining control over a set of inputs. Our
objective is to address resilience in such nonlinear dy-
namical systems with a set of malfunctioning inputs.

Our primary contributions are as follows. In the nominal
and malfunctioning cases, we derive a condition on the
mean value of the control input driving the system to a
given target state. This condition is used to approximate
the energy in the input in both cases. In the malfunction-
ing case, we maximize the energy used over all possible
uncontrolled inputs, thus approximating the worst-case
total energy used by the system. We also specialize this
approximation to the case of losing authority over one
actuator. In this particular setting, we derive a bound
on the energetic resilience metric comparing the worst-
case total energy to the energy used in the nominal case.
Using a model of a fighter jet, we show that this bound
is useful in quantifying the maximal additional energy
used when the system suffers a loss of control authority
over one actuator, under a variety of uncontrolled in-
puts. In particular, the metric is useful despite the use
of approximations to obtain control energies.

The remainder of this paper is organized as follows. In
Section 2, we formulate the problem statements and pro-
vide the definitions of key quantities derived in this pa-
per. Section 3 presents conditions on the mean value of
the input in the nominal and malfunctioning cases, thus
approximating the corresponding energies as well as the
worst-case energy used by the system. In Section 4, we
derive a bound on the energetic resilience metric, thereby

quantifying the maximal additional energy used by the
malfunctioning system. Our simulation example is pre-
sented in Section 5, showing that the resilience metric
is a useful quantity to understand the maximal addi-
tional energy used, despite the approximations made in
Section 3. An extended version of this paper containing
additional relevant results is available online !

1.1 Notation and Facts

The set RT := [0, 00) is the set of all non-negative real
numbers. For scalars z € R, define sign(z) = z/|z| €
{—1,41} if z # 0, with sign(0) = 0. For vectors z € R",
the sign(-) function operates elementwise on z. Given
a vector z € R™, define ||z||, = >, \xi\p)l/p7 with
|2]lcc == max; |z;|. For a matrix L € RP*? with en-
tries indexed ZU, define the induced matrix norms
L[l = max; 3 7, [lij| and [|L]|oo = max; Zj‘:l L]
The Moore-Penrose inverse [28], also called the pseu-
doinverse of L, is denoted LT. For a piecewise continu-
ous function u : [0, tf] — RP| its Lo norm is defined as

lullz, = /2, lu(®)
in the function over the 1nterval [O tf]. The mean value
1 tf u(t)dt.

2 dt, and represents the energy

of such a function is defined as w :

For two vectors or matrices M and N such that their
product M N can be defined, the sub-multiplicative
property of norms [12] states that IMN| < |IM|IN],
where || - || is any vector or induced matrix norm.
For any two vectors + € R"™ and y € R", the
Cauchy-Schwarz inequality [12] can be Written as
lzTy| < ||z|2/ly|l2- The minimum and maximum eigen-
values of a symmetric matrix P € R™*" are denoted
Amin(P) and Apax(P). For such a matrix, the Rayleigh
inequality [12] Amin(P)||z[|12 < 2T Pz < Apax(P)|7]3
holds for any vector z € R™. For a convex func-
tion ¢ : R? — R and piecewise continuous function
u : [0,tf] — RP, Jensen’s inequality [22] states that

® (% fgf u(t)dt f ))dt. Given a differen-

tial inequality ¢(¢ ) < (t)q( ) Where g and a are contin-
uous functions on t € [0,¢;], Gronwall’s inequality [24]

states that ¢(t) < ¢(0)exp (fo dt) for all ¢t € [0, ¢].

2 Problem Formulation

Consider continuous-time, time-invariant nonlinear dy-
namical systems of the form

a(t) = f(x(t)) + g(x(t))u(t), 2(0) =z #0, (1)

where the state z(t) € R and the control u(t) € R™*P

forall t, f : R - R” and g : R" — R (m+p)  We
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assume the functions f and g satisfy

f(z1) = f(z2) +dp(z1,22)
where [|df(z1, 22)[loc < Dfllfvl — 2l (2)
and g(21) = g(22) + dg(x1, 22)
where ||dg(21,22)]|oc < Dgllz1 — Z2||0o- (3)

In other words, f and g are Dy and D4-Lipschitz contin-
uous in the co-norm respectively. Further the control u
lies in the admissible set U, where

U = {u:R" - R™P :uis piecewise continuous in ¢,
[u()|oo <1 forall t} (4)

in line with previous works [7, 27]. The condition
||u(t)]|o < 1represents actuation limits in any practical
control system. Conditions (2) and (3), and the admis-
sible set U in (4) guarantee that a unique solution x(t)
to the system (1) exists [15].

Consider a malfunction that causes the system (1) to
lose authority over p of its m + p actuators. Then, the
control u and the function g can be split into controlled
and uncontrolled components as

&(t) = f(2(t) + ge(x(t))uc(t) + gue(x())uuc(t), (5)

where the subscripts ¢ and uc denote controlled and un-
controlled respectively. Here, the functions g, : R™ —
R™™ and gy : R® — R"*P are such that g(-) =
[9¢(+), guc()] satisfies (3). Based on the set of admis-

sible controls u € U with u(t) = [ul(t), ulc(t)]T, the
controlled and uncontrolled inputs satisfy u. € U, and

Uye € Uye, where

U, = {uc RT 5 R™ . is piecewise continuous in ¢,

|ue(®)]|oo < 1 for all t}, (6)
Une = {tye : RT = RP : uy, is piecewise cont. in ¢,
[lttae(t)|loo < 1 for all t}. (7)

In this setting, we consider the task of fixed-time reach-
ability, i.e., achieving a specified target state z(t;) =
zig € R™ from an initial state z(0) = xzp € R™ at a
specified final time t¢. Under the nominal dynamics (1),
the system uses the input v € U, while under the mal-
functioning dynamics (5), the system must use only the
controlled input u. € U, to achieve this task. We note
that in the latter case, the uncontrolled input .. is ar-
bitrarily chosen — potentially by an adversary — in the
space U,.. However, we assume this choice of u,, is ob-
servable, potentially a priori, and hence its effect can be
compensated for in the design of u.. Achieving this task
despite the effect of u,. corresponds to the notion of re-
silient reachability, formally defined below.

Definition 1. A target ¢, € R" is resiliently reach-
able at a given final time t; from xzy € R" if for all
uncontrolled inputs u,. € Uy there exists a controlled
input u. € U, possibly dependent on u,., such that

x(ty) = @y

Then, our first objective can be stated as follows.

Problem 1. Characterize the control input v € U in
(1) (resp. uc € Uc in (5)) that ensures a target x;y € R™
is reachable (resp. resiliently reachable).

In Section 3, we use the solution of the nominal (1) and
malfunctioning (5) systems to obtain a condition on the
controls v € U and u., € U, that achieve fixed-time
reachability. Further, in both the nominal and malfunc-
tioning cases, we are interested in control signals that
use minimum energy to achieve z(ty) = x;,. We thus
make the following definitions, also used in [27].

Definition 2 (Nominal Energy). The nominal energy
is the minimum energy in the control input v € U such
that a target x4 is reached from z( in a given time ¢¢ in
the system (1):

By (0,19, 15) 1= inf {Jull3, 5.6 2(tg) = 2y in (1)}

(8)
Definition 3 (Malfunctioning Energy). The malfunc-
tioning energy is the minimum energy in the controlled
input u. € U, such that a target x4 is reached from
in a given time ¢y and for a given uncontrolled input
Uye € Uye, in the system (5):

By (zo, g, ty, Uye) =  inf {||uc(uuc)||2L2

e(Uue) €U

s.t. (ty) = @4y in (5) for the given uyc}, (9)

where the dependence of u,. on u,, is explicitly denoted
with a slight abuse of notation.

In both (8) and (9), deriving the corresponding optimal
control signals is not tractable [15] due to the nonlinear
nature of the systems (1) and (5). However, our objec-
tive in this paper is not to design these optimal control
signals, but rather to quantify how much larger the mal-
functioning energy may be, compared to the nominal
energy. The controlled input u,. seeks to compensate for
the effect of 1, and ensure that x4 is reachable from
in time ¢y, while also using minimal energy (9). On the
other hand, the uncontrolled input w,,. also contributes
to the energy used by the actuators of the system, and
may be chosen in an adversarial manner to maximize
the total energy used by the system. We thus make the
following definitions for the total energy used by the sys-
tem, first made in [27] for linear driftless systems.

Definition 4 (Total Energy). The total energy is the
energy used by all actuators of the system (5) for a given
uncontrolled input u,., assuming the optimal controlled



input u.(tye) in (9) is used:

ET(Z'Oymtg;tf)uuc) = E}k\/j(xO;mtg)tf;uuc) + ||uuc||2[;2
10

Definition 5 (Worst-case Total Energy). The worst-
case total energy is the maximal value of the total energy
(10) over all possible uncontrolled inputs ty.:

sup ET(.’EO7$tg7tf7uuc)
Uye €EUuC

= sup {Ey (w0, weg,tr, tuc) + [uuclz, }, (1)
Uye EUnc

FT(JJQ,JZtg,ff) =

thus quantifying the maximal effect of u,. on the total
energy used by all actuators of the system (5).

The worst-case total energy (11) can be considerably
larger than the nominal energy (8) due to the action
of uy.. Quantifying this increased energy is an impor-
tant problem to understand additional consumption of
resources in practical settings. We thus arrive at our sec-
ond objective, that of quantifying this additional energy
for general nonlinear systems.

Problem 2. Quantify the maximal increase in energy
used by the malfunctioning system (5), in comparison
to the nominal system (1).

To quantify such an increase in energy, we define the
following energetic resilience metric, similar to that de-
fined in [26] in the setting of robust control.

Definition 6 (Energetic Resilience). The energetic re-
silience of system (5) is denoted 74 (¢, R), and is defined
for an initial condition xg no farther than a distance of
R from the target state x4 as

ra(ty, R)=  sup
lzo—zigll2<R

ET(IOa Ttg, tf)fE}kV(xoa Ttg, tf)
(12)

The significance of this metric is evident. Based on the
definition (12), the malfunctioning system (5) will use at
most r4(t¢, R) more energy than the nominal system (1)
to achieve fixed-time reachability, for a given final time
ty and zo no farther than R from z.4,. The constraint
lzo — z+g]l]2 < R is required to ensure that the value of
ra(ts, R) is finite.

We note that an alternative metric for energetic re-
silience was considered in [27]. However, the treatment
in [27] considered only linear driftless systems, and the
corresponding metric is not meaningful for general non-
linear systems due to differences in system responses as
we discuss in Section 4. We now consider the different
energies defined in this section, and derive approxi-
mations for these quantities based on a condition on
the mean value of the input in both the nominal and
malfunctioning cases.

3 Approximations for Nominal, Malfunctioning
and Worst-case Total Energies

In this section, we derive approximations for the nomi-
nal, malfunctioning and worst-case total energies defined
in Section 2. For the nonlinear systems (1) and (5), deriv-
ing a closed-form expression for the control that achieves
x(ty) = x4y is generally intractable (see, e.g., [15,18]).
Similarly, closed-form expressions for the minimum en-
ergies (8) and (9) and subsequently the total (10) and
worst-case total (11) energies cannot generally be de-
rived [19] in the nonlinear case. To address this, we de-
rive a condition on the mean value of the control in the
interval [0,f], in both the nominal and malfunctioning
cases. This condition is the solution to Problem 1, and is
used to approximate the minimum energies and worst-
case total energy. These approximations are used to de-
rive a bound on the energetic resilience (12) in Section 4.

3.1  Nominal and Malfunctioning Energies

First consider the nominal system (1). The state trajec-
tory of this system satisfies

—wo+/ flz

Let & = xo—xt9, B = g(xo) and fo = f(x0). We assume
B has full row rank, similar to the assumption made
in [27]. If 2(ty) = ag,

dT+/O g(x(7))u(r)dr. (13)

T+t;Bu=— ' flz(t))dt — / ' dg(z(t), zo)u(t)dt,
0 0

(14)
where we use the property (3) for g, and w =

L gf u(t)dt denotes the mean value of u in the in-
terval [0 tf}. Let v = v(ty,u) = — Otf flz(t)dt —
ftf dg(z(t), zo)u(t)dt. If v was a fixed quantity with

respect to uw and hence @, (14) is linear in @ and we can
write the following least-norm solution [29]:

ald = iBT(U - 7), (15)

where BT is the pseudoinverse of B, defined as in [28].
Next, the solution (15) assumes v is a fixed quantity
with respect to w, which is clearly not true as v depends
directly on u. Nevertheless, we use the norm of @'°
defined in (15) to approximate the nominal energy later
in this section. A key step towards such an approxima-
tion is to show that v is bounded, which is proved in the
following proposition.



Proposition 1 The following bound holds on the quan-
tity v = ))dt — [o7 dy(@(t), zo)ult)dt:

[V <O = ﬁ [c (etf(Df+D9) — 1)
f g

~t;(Ds+Dy)|Bllw|  (16)

where ¢ = | folloo + || Blloo-
Proof. See Appendix A. [ |

We note that in the special case of linear driftless sys-
tems, f(z(t)) = 0 and g(z(t)) = B, so that v(ts,u) = 0,
7 = 0. It is also clear that v(¢ s, u) denotes the difference
between system responses under linear driftless dynam-
ics of the form #(¢) = Bu(t) and the general nonlinear
dynamics (1) for a given control input u € Y. Proposi-
tion 1 thus shows that this difference between system re-
sponses is bounded and quantified by ©. Next, let Dg :=

o __ ('[(ths—l)(’ths-i-l] . — .
Dy + D,. Themﬁ— D2 >0,ie,vis
a non-decreasing function of Dg. Thus the dlfference in
system responses increases as Dg increases. The facts

discussed above are used to motivate the approximations
for different energies derived later in this section.

We now use the bound v to analyze conditions under
which the constraint v € U is satisfied. Note that u €
U implies ||i]|oo < 1. For a fixed v, 7% as defined in
(15) provides an expression for @ and we can check the
condition ||7"%||o, < 1. To consider all possible v, we use
the bound ||v||cc < ¥ and check the following condition
for a given ty:

T _
Hvrﬁli)év 0 ||B v x)”oo <1. (17)

If (17) is satisfied, then [[uX%|| < 1 for all v(ts,u),
which is a necessary condition to ensure u € U for a
given ty. Furthermore, (17) is equivalent to checking
maxi [Bf(v— )], <1and max—% [Bf(v—2)], <1
subject to ||v]|ec < Tforeachi=1,...,m+p, where [-];
denotes the i-th component of the argument. Each of the
above conditions is linear in v, and thus can be checked
efficiently on the vertices of the hypercube ||[vo < [4].

We now use (15) to obtain the nominal energy (8). For
a general nonlinear system of the form (1), obtaining
closed-form expressions for optimal control signals is
generally intractable [19]. However, the norm of @™ for
a given v can be used to approximate the nominal energy
based on the following lemma, which is easily proved us-
ing Jensen’s inequality [22].

Lemma 1. For a piecewise continuous function
z:10,t5] — R™ with given mean value Z € R"=, the en-
ergy of z is related to its mean value by fotf 2T () z(t)dt >
tel|z||3, with equality when z(t) = Z for all t € [0,ty].

Any control signal u that achieves fixed-time reachability
must satisfy (14), where @ is its mean value. On the basis
of Lemma 1, we use t¢u||3 to approximate the energy
in u. Further, based on [27, Lemma 1], we are interested
in the mean value with minimum-norm that solves (14).
This quantity is given by @° as defined in (15) for a
particular v. We now make the central approximation in
this article, namely, that

EN('rOaxtgatf) ~ tf”uLSH% (18)

thus approximating the energy based on the lower bound
in Lemma 1 using the minimum-norm mean @"%. We
remark that the conservatism of this approximation can
be measured by comparing it to the energy of any control
signal u € U that achieves the objective x(tf) = 4,.

Note that the approximation (18) is exact when the
optimal control is constant, i.e., u*(t) = @l for all
t € [0,tf]. In particular, this approximation is exact in
the case of linear driftless systems where Dy = D, = 0
and fo = 0, as shown in [27] where the optlmal con-
trol u*(t) = wurg for all t € [0,tf]. In this case, the
quantities v(tr,u) and its bound T reduce to zero. For
general nonlinear systems, this approximation is clearly
more accurate for smaller values of Dy and Dy, as such
regimes result in small values of ¥, an increasing func-
tion of Dg = Dy + D,. We also use an approximation
similar to (18) later in the malfunctioning case. These
approximations are used to circumvent the difficulties
in obtaining closed-form expressions for optimal control
signals and the corresponding minimum energies [19].
Under the assumption that this approximation is exact,
we obtain the nominal energy

Ex (w0, g, tf) = HBT (19)

- Hz’

where |[v||cc < T (16). Equation (19) thus provides the
approximation to the nominal energy using the norm of
the mean value @™ from (15).

We now consider the malfunctioning case, which pro-
ceeds along similar lines to the nominal case. The state
trajectory of the malfunctioning system (5) is given by

—xo—i—/ flz

+ / (7))t (7). (20)

))dr + / gel@(r))ua(r)dr



Let B, = g.(x0) and Bye = guc(z0). Then, under fixed-
time reachability with z(t;) = x4,

i+t Bl + tf Buoliue
tr
/ f@ dT—/ dy(2(t), zo)u(t)dt  (21)
0

where u(t) = [ul (£), ul. ()], T = £ [o7 ue(t)dt and
Uye = % Otf Uy (t)dt are the mean values of the con-

trolled and uncontrolled inputs. As with the nominal
case and similar to [27], we assume B, has full row rank.
Note that the right-hand side equals v as defined earlier.
For a fixed v, the above equation is linear in ., and sim-
ilar to the nominal case, we have the least-norm solution

ﬂgs = tiB;r (v—2— thucﬂuc) ) (22)
f

where ||v]|oc < T from (16). We note here that (15) and
(22) provide a characterization of the controls ensuring
244 is reachable and resiliently reachable, thus addressing
Problem 1. We also remind the reader that v is not a fixed
quantity, but the norm of 7~ can be used to approxi-
mate the malfunctioning energy E}; (2o, Tig, tf, Uye) in
(9) as v is bounded. First, we investigate conditions un-
der which the constraint u. € U, is satisfied using (22)
and the bound v.

If [|ue(t)||oo < 1, then TES in (22) satisfies |75 < 1.
We also note that |Juue(t)]lce < 1 in (7) implies
[Tuclloo < 1. As with the nominal case, reducing the
expression |[u%%[|.c < 1 to a condition on t; is not
straightforward due to the presence of v(ty,w) and the
nonlinear dependence of the expression on ty. We can
again check whether ||uZ¥||,, < 1 for a given t; by using
the known bound ||v]|s < T in the following condition:

||BT (v—2 fthucuuc)Hoo <1.

(23)
As before, if (23) is satisfied, then ||a%%||. < 1 is true
for all v(ty, u) and all u,, € Uye, which is necessary to
ensure u. € U.. Checking (23) reduces to checking

max max
lvllce < [[Tuclloo <1 tf

1
max max — [Bi(v—7 —t;By.u <1
0]l oo <7 [[Tue || o <1 tf [ c( fPuc uc)]] ~
1
max ax —— |Bi(v—%—tsBy.u <1
|v]| oo <V Hu'u(‘||oo<1 tf [ ( fPue uc)]] -

for each j = 1,...,m. The inner objective is linear in
Uyue, and hence its solution lies on the vertices of the
hypercube ||Tyc|lo < 1. The outer objective is also lin-
ear in v, and the solution lies on the vertices of the hy-
percube ||v||oc < ©. Thus, the above conditions can be
checked efficiently on the vertices of the two hypercubes
[Tuclloo <1 and [[v]jec < [4].

— 1
ET(J:(%xtgvtf) < E HBZ(U

Finally, we consider E};(zo, Ztg,tf, Uyc), the malfunc-
tioning energy in (9) and note that obtaining an ex-
act expression is intractable [19] for the general non-
linear system (5). We thus use (22) to approximate
E3(zo, g, tr, Uyc) using Lemma 1. From Lemma 1, we
have E3; (20, Tig, tf, tune) > tr]|ulS]|2, where we choose
the mean of the optimal control signal to satisfy (22),
motivated by [27, Lemma 1]. Then, similar to the ap-
proximation for the nominal energy (18), we write the
approximate malfunctioning energy

EM(ﬂfoal‘tgatfach) Ntf||uLS||27 (24)

where we recall that w2 depends on v(ts,u), which is
bounded as in (16). As before, this approximation is
exact when the optimal control is constant, i.e., u}(t) =
ulS for all t € [0,ts], which is true in the case of linear
driftless systems as shown in [27]. Under the assumption
that this approximation is exact, we obtain

I>-
(25)

. 1 . _ 2
E(xo, Tg, by, Une) = E HB;r (v — T — tfBucliyc)

with [[v]|eo < 7.

Equations (19) and (25) provide the approximations for
the nominal and malfunctioning energies and are ob-
tained using Proposition 1 and Lemma 1. The conditions
(17) and (23) are used to check whether the constraints
u € U and u. € U, are satisfied for a given ¢¢. In the
next subsection, we use these results to obtain an ap-
proximate upper bound on the worst-case total energy
Er(zo,x4g,tr) defined in (11).

3.2 Worst-case Total Energy

We now consider the worst-case total energy denoted
Er(xo,xg,tr), defined in (11). Note that the expression
satisfied by the mean of the controlled input @~ in (22)
and the approximate malfunctioning energy (25) depend
on the uncontrolled input ... The maximal effect of ..
is thus quantified by the worst-case total energy, rep-
resenting the energy used by all actuators of the mal-
functioning system. The following proposition provides
an upper bound on the worst-case total energy based on
the approximations (19) and (25).

Proposition 2 (Worst-case Total Energy). Under the
assumption that the approximations for the nominal (19)
and malfunctioning (25) energies are exact, the worst-
case total energy ET(xo,ztg,tf) is bounded from above
as follows:

- &) +tf(ixiuvn% +9)

i=1

+2||BL.BI" Bl (v (26)

),



where p is the dimension of the uncontrolled input Uy,
and BT B,. has the spectral decomposition BL.B,. =
VAVT, with A = diag{\1, ..., \p}.

Proof. From the definition of the worst-case total energy
(11) and expression (25) for the malfunctioning energy,

sup — HBT v — & — tyBycliyc) ||;
Uye€Uye Lf

ty
+ / ul ()uye(t)dt.
0

Er(z0,2tg,tf) =

Obtaining a closed-form analytical expression for the
above problem is not straightforward, and hence we aim
to bound these terms. Splitting the supremum above,

ET({L‘(L mtg7 tf) S

iHBZ(U—JcHz—i— sup  tsu. Bl Byliue
T 1

Hu‘lerHOC<

=T
+ sup  2(& —v)TBITBI B, Ty
[[Tuelloo <1

=T,

ty
+ sup / o (#) e (1), (27)

Uy e EUne

=T5

where uy. € Uye implies the constraint ||[Tyelloo < 1
holds in the terms 77 and T5. We consider each term
in (27) separately, beginning with 7. Let the spec-
tral decomposition of BI B,. be BLI B,. = VAVT,
where A = diag{\,... p} and Vs the orthonor-
mal matrix of elgenvectors of B ¢Buc. Next, define
q = V7T, Using the sub- rnultlphcatlve property
of norms, [lgllec < V' loolTucllc < [[V]1 since
|[Tuclloc < 1. Due to the use of the sub-multiplicative
property, the set {Uyc : ||[Tuclloo < 1} is a subset of the
set {q: [|qlloo < |IV|1}, where ¢ = VT,,.. This prop-
erty results in the following upper bound for 7;:

T <t sup  ¢TAg= sup Z)\qu
llalloe <NV [I1 HQH<x><||VH1i 1
P
=tr M|V (28)
i=1

In (28), each component of the ¢* achieving the
supremum takes on the maximum possible value, i.e.,
g = £[[V|1. Next, To = supyz, ..<1 8 e = I8/,
where 3 = 2BI BITBI(i — v) and the optimal
U,. for this particular term is @), = sign(f) =
sign (2BI.BIT Bl (& — v)). Then,

T, =2||BLBI"B}(v (29)

uc Hl

Finally, T3 is maximized by each component of the un-
controlled input u,,. taking on the maximal value of +1
or —1 at each time instant ¢, so that u’(#)u.(t) = p for
all £, and

T3 = tfp. (30)
Using (28), (29) and (30) in (27), the result follows. W

Proposition 2 thus provides an upper bound on the
worst-case total energy, and we emphasize that this up-
per bound assumes the approximations for the nominal
(19) and malfunctioning (25) energies are exact. In the
next subsection, we consider the special case when con-
trol authority is lost over one actuator, i.e., when p = 1.
In this particular case, we derive a closed-form ex-
pression instead of an upper bound for Er(zo, xtg,t¢),
assuming the above approximations are still exact. We
subsequently use this closed-form expression to obtain
a bound on the resilience metric (12) in Section 4.

3.8 Loss of Authority over One Actuator

When control authority is lost over one actuator, we
have p = 1, uy.(t) € R and B, € R™. Then, the worst-
case total energy E7(zo, 44,1 s) is given by the following
proposition.

Proposition 3. Under loss of control authority over one
actuator, i.e., when p = 1, and under the assumption
that the approzimations for the nominal (19) and mal-
functioning (25) energies are exact, the worst-case total

enerqy Er(xo, Tig,t5) is expressed as

E (xo,ztgatf ||B]L )H;"’tf (||Buc||§+1)

+ 2 \chBgTBg(u - 7). (31)

Proof. From the definition (11) and the expression for
the malfunctioning energy (25),

Enl 2
Er(zo, g, ty) —HBJr - z)||,+ sup [th Bz,
Uyc EUuC
ty
+2(v — 2)TBIT Bl ByeTie + / ufw(t)dt] (32)
0

The constraint wu,. € U, is equivalent to the con-
straints —1 < Uy, < 1 on Uy.. Then, the second term
inside the supremum reduces to sup_;.z <1 2(v —
N)TBTTBTBMEW = 2|BLBI"Bl(v— )|, with the
optimal @} . for this particular term given by u,, =
sign (BL, B]FTBZ(U—.’Z‘)). When the outcome of the
sign function is nonzero, this choice of @}, € {—1,+1}
also maximizes the first term inside the supremum in
(32), with sup_ <, < tBi.Buclin. = ts]|Bycll3. Fur-
ther, u;. € {—1,4+1} implies that the uncontrolled
input uw( ) also takes on a constant value of —1 or



+1 at each instant t € [0,¢f]. This value for . maxi-
mizes the third term inside the supremum in (32), with

¢
SUPy, et Jo” ul (t)dt = ty.

On the other hand, if BL, BIT Bl (v — %) = 0, the second
term inside the supremum in (32) vanishes, leading to a
smaller value for Ep(z, 214, t¢) than if this term did not
vanish. The worst-case total energy is thus achieved only
when B BIT Bl (v— %) # 0. The uncontrolled input
maximizing each of the three terms inside the supremum
in (32) is the same, and is a constant equal to —1 or +1
at almost every instant ¢ € [0,¢7]. Combining the results
of each term above, we obtain the result (31). [ |

Remark 1. We remind the reader that the primary
results of this section rely on approximations made on
the basis of Lemma 1. Further, the expressions for the
different energies in (19), (25) and (26) depend on v =
v(ty,u), with ||v||ec < T. These expressions play a key
role in determining bounds on the energetic resilience
metric (12), as shown in the next section.

Remark 2 (Reduction to Linear Driftless Systems). We
recall that setting f(z(t)) = 0 and g(z(t)) = B recovers
linear driftless dynamics of the form used in [27]. As
discussed in Section 3, we then have v(ty,u) = 0,7 =
0. In this special case, equality is achieved in (18), so
that (19) and (25) are no longer approximations, but
hold with equality. Further, we observe that the energies
(19), (25), (26) and (31) reduce to their corresponding
expressions derived in [27] for the linear driftless system.
We emphasize that each of these expressions for driftless
dynamics hold without the need for approximations.

4 Resilience of Nonlinear Systems

In this section, we quantify the maximal additional en-
ergy used by the malfunctioning system (5), i.e., address-
ing Problem 2, for the particular case of loss of control
authority over one actuator. Namely, we derive a bound
on the energetic resilience metric (12), assuming the ap-
proximation for the nominal (19) and worst-case total
(31) energies are exact. We note that the more general
case where authority is lost over p > 1 actuators can be
addressed using (26). However, this bound is more con-
servative as (26) provides only an upper bound on the
approximate worst-case total energy.

First, given & = xg — x4, we write the definition (12) as

ra(ty,R) = sup ET(a:o,a:tg,tf)—E?{,(a:o,xtg,tf).
IZ2<R

Next, note that the nominal (19) and worst-case total
(26) energies depend only on v — Z, and not directly on
Z itself. Then, we can use the bounds ||Z]2 < R and
|v]|co < T to obtain

v —&ll2 < [[vllz + 1Z]l2 < Vallvlle + [Z]]l2 < R+0V/n,

where we note that the norm inequality ||v]|2 < v/n||v]|co
holds for v € R™ [12, Chapter 5]. We then replace the
constraint |Z2 < Rwith ||[v—Z||2 < R+T+/n. Due to the
norm inequality above, the set {Z : ||Z||2 < R} is asubset
of the set {Z : ||[v — Z||2 < R + Ty/n where ||v||cc < T}.
We thus have the following upper bound on r4(ty, R):

ra(ty, R)

< sup
o=@l <R+uy/m

Er(zo,x1g,t5) — En(x0, Tig, tr).
(33)

We note that this analysis demonstrates why the metric
used in [27] is unsuitable for nonlinear systems. Briefly,
the metric in [27] uses a constraint of the form ||Z]2 > R
rather than ||Z||2 < R in (12). As before, since (19) and
(26) depend only on v — &, we would require a lower
bound on |v — Z|l2 to replace ||Z||2 > R. This lower
bound can be derived as ||v — Z||2 > R — Ty/n, but is
meaningful only when R > /n. However, ¥ in (16) can
take on extremely large values, thus preventing R > v\/n
from being satisfied. Thus, we have introduced a different
metric (12) in this paper for nonlinear systems.

We now use (33) to obtain the following bound on the
resilience metric when p = 1.

Proposition 4. When p = 1, the energetic resilience
ra(ts, R) is bounded from above as follows:

R = 2
ra(ts, R) < M)\max (BiTBZ _ BTTBT)

+2(R +5v/n) | BLBITBE||, + 7 (| Bucl +1) .
(34)

Proof. Using (19) and (31) in (33),

ra(ty, R)
< t; (| Bucl +1) +2(R +3vn) || BLBI"Bi|,

1
+ sup —(v—2)7(BI"B! - BT BT (v - %),
lv—3|la<R+o/m Lf

where the second term above follows from bounding
2|BI.BI"Bi(v— )| using the Cauchy-Schwarz in-
equality. Since BITBI — BT BT is symmetric, we can
use the Rayleigh inequality [12] and the constraint
lv — Z||l2 < R+ Uy/n to bound the third term as

1
sup —(w—-a)T (BITBi - BTTBT) (v—27)
lv—F|la< R4y s
= 2
< (R+7vy/n) )

max (BIT Bl — BT BY)
tf c c ’

from which the result (34) follows. ]



The bound in (34) thus quantifies the maximal addi-
tional energy needed for a nonlinear system which loses
authority over one actuator, where we recall the ap-
proximations for the nominal (19) and worst-case total
(31) energies. While these approximations may intro-
duce an error in quantifying the actual energy used, we
note that obtaining exact expressions for the energies
(8) and (9), and subsequently the metric (12) is diffi-
cult due to the nonlinear nature of the system dynamics.
We also note that a potential limitation of this metric
is that the bound (34) may be conservative, and overes-
timate the maximal energy required. This may lead to
conservative capacity design in practical systems, where
resources such as fuel economy are important consider-
ations. However, in the following section, we consider a
fighter jet model subjected to nonlinear wind effects. We
demonstrate the use of the energetic resilience metric
in characterizing the increased energy required without
significant conservatism in this nonlinear model, despite
the approximations used in Section 3.

5 Example

We now present an example demonstrating the accuracy
of the bound (34) on the energetic resilience. We show
that this bound is useful in characterizing the maximal
additional energy used by a system (5) to achieve a target
state, while compensating for the effect of uncontrolled
inputs Uye.

We consider the dynamics of the ADMIRE fighter jet
model [9], a popular benchmark for control applications
[6,16]. A linearized dynamic model for the subsystem as-
sociated with control actions were established in [9], and
we consider additive wind effects acting on this model.
Thus, the dynamics can be written as & = Az + Bu +
fuw(x), where

[—0.9967 0  0.6176
A= 0  —05057 0
00939 0 02127

- (35)
0 —4.2423 4.2423 1.4871

and B = |1.6532 —1.2735 —1.2735 0.0024 |,
0 —0.2805 0.2805 —0.8823

and f,(z) is a nonlinear function of the state, mod-
eling the effect of wind on the fighter jet model. We
assume f,,(x) consists of sinusoidal and constant ex-
pressions in each component as modeled in [33], and
that its Lipschitz constant is no more than 1, so that
Dy = ||Al|oc +1 = 2.6143. In this particular instance, we

choose f,(z) = % [sin(p) cos®(p), — sin(2q), 1]T. We
note that when f,,(x) is unknown, we can test the appli-
cability of the metric by searching over functions with

1500 . —
— Worst-case Difference in Energies Ep — Ey
" —Upper bound on r4(tf, R)
2 - - Er — Ey for various .
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& 1000 | 1
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a e ELELLLELEF e Cig L
0

1071 10° 10
Distance of initial condition R

Fig. 1. Difference between nominal and malfunctioning ener-
gies, compared to the upper bound on the metric r4(ts, R),
for a wind-induced nonlinear model.

Lipschitz constants smaller than 1. As the dynamics are
linear in the input, we have D, = 0. We consider a loss
of authority over the first input, the canard wing. For
notational simplicity, we denote Ex = E} (z0, 21, t¢),
Er = Ep(20,Tig,tf, Uue) and Ep = Ep (20, Tig, tr).

In Fig. 1, we compare the upper bound on r4(t, R)

in (34) to the worst-case difference in energies Ep —
Ey, where we use the approximations (19) and (26) to
compute these quantities. We plot these quantities as a
function of the distance R of the initial condition x( from
the target state z¢, = [0 0 0]7, and fix the final time as
ty = 1. We remark that while we do not directly check
whether achieving this target state is always possible,
tools for reachability analysis [1] may be used to verify
this. The thinner dashed lines denote the difference in
energies Er — En for different uncontrolled inputs .,
computed using the approximations (19), (25) and the
definition (10). As before, the uncontrolled inputs we test
consist of sinusoids of varying frequencies, exponential
decays and constant inputs of different amplitudes. It is
clear that even under the worst-case uncontrolled input,
the difference in energies Ep — En is bounded by (34).
As expected, the actual differences in energies B — Ey
for different uncontrolled inputs is also bounded by (34).

While the relative error between the worst-case differ-
ence Fr — Ex and the bound on r4(ty, R) is large, we
note that these quantities are of the same order of mag-
nitude. This error is also smaller when xq is closer to
Tig, i.e., when R is small. In this case, the bound on
ra(ts, R) is less than 3 times larger than the worst-case
difference in energies. We remind the reader that the
expressions plotted in Fig. 1 are based on approxima-
tions made in (19) and (25), resulting in approximations
for B (26) and r4(ts, R) (34). Under these approxima-
tions, we note that r4(ts, R) is a useful quantity that
estimates the increased energy required without signifi-
cant conservatism, despite our knowledge of only its ap-
proximate upper bound.



6 Conclusions

In this article, we introduce a metric to bound the max-
imal additional energy used by a nonlinear dynamical
system in achieving a fixed-time reachability task, when
it loses authority over a subset of its actuators. This
maximal energy is compared to the nominal energy ex-
pended when no authority is lost over the inputs. We de-
rive an expression to be satisfied by the mean of the con-
trol signal used in the nominal and malfunctioning case.
We then approximate the energy in the control signal
using the energy in this mean value in both cases. Under
this approximation, we derive a bound on the worst-case
malfunctioning energy over all possible malfunctioning
inputs. Considering the special case of losing authority
over one actuator, we derive a bound on the resilience
metric. An example on a model of a fighter jet subjected
to nonlinear wind effects demonstrates the applicability
of this metric in characterizing the increased energy re-
quired, despite the approximations used for the control
energies in the nonlinear case.

We note that we have not numerically simulated opti-
mal controllers for nonlinear systems, and thus do not
compare the metric with the difference between the true
optimal controllers for the nominal and malfunctioning
systems. Such a numerical simulation is an avenue to ex-
plore in order to further demonstrate the usefulness of
this metric. Another important avenue to explore is the
actual design of resilient controllers. Such a resilient de-
sign must also consider that controlled and uncontrolled
components may not be known in advance, and must
adapt to changes in dynamics. A potential approach to-
wards addressing this problem is presented in [25] un-
der a switched systems framework. Combining that ap-
proach with the quantification of additional energy in
this paper is a useful avenue to explore, where the upper
bound on the metric (34) limits the energy in the con-
trol signal, and acts as an additional constraint on the
choice of control gains. We also note that it is useful to
study the case of losing authority over multiple actua-
tors, through simulation or theory, though we may only
obtain a more conservative bound in (34).

A Proof of Proposition 1

Recall v = — [ f(z(t))dt — [,/ dg(z(t), zo)u(t)dt =

—tpfo— [y dy(a(t), mo)dt— [ dg(x(t), zo)u(t)dt, using
(2). Then,

tr
lolloe < tlfolloe + H / df<x<t>,xo>dtH

oo

" ‘ /otf dg(m(t%%)U(t)dtH

oo

10

Using Jensen’s inequality to move the norm inside the
integral, and subsequently using (2), (3) and (4)

and ‘

| oty < [y, zou] a
0 00 0

ty tf
< / Iy ((t), 20) | s0dt < D, / 2(t) — o oo,
0 0

/ " dp((t), wo)dt
0

< / " s (t), o) oodlt

o0

tf
<D, / J(8) — ool
0

from the sub-multiplicative property of norms. Thus,

ty
lolloe < £l folloe + (Ds + Dy) / () — o ol

(A1)
To evaluate the second term, we use (13) so that z(t) —
zo = tfo—&—fg df(.r(T),l‘o)dT—FtBﬂ—l—fg dg(z(7), zo)u(r)dr.
Following steps similar to those used in obtaining (A.1),

2(t) = zolloo < t(llfollos + [IBlloo)

+(Dy + Dy) / la(r) — zollsedr. (A-2)

Define Q(t) = fg |lz(T) = zo||loodT and ¢ = || folleo +
IBllooc- Note that Q(0) = 0 and from the first
fundamental theorem of calculus [2, Theorem 5.1],
Q(t) = ||z(t) — zollco. Then, (A.2) reduces to Q(t) <
ct + (Dy + Dg)Q(t), Q(0) = 0. Let Qu1(t) = ct +
(Dy + Dg)Q(), Qu(0) = 0 50 that Q(t) < Qa1 (¢). Then,
Ql(t) = c+ (Df + DQ)Q(t) < c+ (Df + Dg)Ql(t).
Next, let Q2(t) = ¢+ (Dy + Dg)Q1(t), Q2(0) = ¢ so
that Q1 (t) < Qg(t). Then, Qg(t) = (Df + Dg)Ql(t) <
(Ds + Dgy)Q2(t). We thus have the differential inequal-
ity Q2(t) < (Dy+Dy)Q2(t), Q2(0) = c. We now invoke
Gronwall’s inequality [24], using which

Qa(t) < Qa(0)e!PrHPa)l — ¢elPrtPa)t,

Substituting back in Qi(t) and Q(t), we then have

c(e(Df+Dg)t_1)

Q:1(t) < PRSI so that
Q) < c(ePi+Pa)t 1 — (D + D,)t)
N (Df + Dg)2 ,
e (PP — 1~ 14Dy + D))
d th tr) < .
and thus Q(fy) < (D; + D,

(A.3)

Substituting the bound (A.3) on Q(ts) = fotf |lz(t) —
Zo||oodt in the third term of (A.1),

[0lleo < t7llfolloo



_ ¢ (ts(Ds+Dy) _ | _t(Ds+ D )
+ Df +Dg (6 f( f + 9) )
and the result follows on substituting ¢ = || fo|co + || Bl s
and simplifying. |
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