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Abstract
Large language models (LLMs) have recently
demonstrated success in decision-making tasks
including planning, control, and prediction, but
their tendency to hallucinate unsafe and unde-
sired outputs poses risks. This unwanted be-
havior is further exacerbated in environments
where sensors are noisy or unreliable. Char-
acterizing the behavior of LLM planners to
varied observations is necessary to proactively
avoid failures in safety-critical scenarios. We
specifically investigate the response of LLMs
along two different perturbation dimensions.
Like prior works, one dimension generates se-
mantically similar prompts with varied phras-
ing by randomizing order of details, modify-
ing access to few-shot examples, etc. Unique
to our work, the second dimension simulates
access to varied sensors and noise to mimic
raw sensor or detection algorithm failures. An
initial case study in which perturbations are
manually applied show that both dimensions
lead LLMs to hallucinate in a multi-agent driv-
ing environment. However, manually covering
the entire perturbation space for several sce-
narios is infeasible. As such, we propose a
novel method for efficiently searching the space
of prompt perturbations using adaptive stress
testing (AST) with Monte-Carlo tree search
(MCTS). Our AST formulation enables dis-
covery of scenarios, sensor configurations, and
prompt phrasing that cause language models
to act with high uncertainty or even crash. By
generating MCTS prompt perturbation trees
across diverse scenarios, we show through ex-
tensive experiments that offline analyses can
be used to proactively understand potential fail-
ures that may arise at runtime. Code is available
at https://sites.google.com/illinois.edu/astllm/ .

1 Introduction

With the success of large language models
(LLMs) in areas like conversational chat, question-
answering, and embodied AI, researchers have be-
gun deploying these models in reasoning-heavy

planning tasks (Bommasani et al., 2022; Bai
et al., 2024). More recent studies have eval-
uated LLMs in autonomous driving, pick-and-
place robotics, and unstructured outdoor naviga-
tion (Zeng et al., 2023; Zhang et al., 2023; Cui et al.,
2024; Yang et al., 2024). Unlike web-based LLM
agents (Debenedetti et al., 2024; Wu et al., 2025),
real-world planners rely upon noisy sensors or per-
ception algorithms. Researchers may finetune the
model or give few-shot examples to minimize the
domain gap and adapt to new scenarios.

Nevertheless, like any large neural network,
LLMs have few guarantees on how they may act
in unseen conditions. In particular, while showcas-
ing impressive feats, LLMs are known to halluci-
nate and confidently produce undesired generations
that can conflict with hard constraints, lead to sub-
optimal plans, or are completely irrelevant to the
task at hand (Chakraborty et al., 2025). Detecting
hallucinations and estimating the uncertainty of
LLM planners is key, especially when evaluating
such models in safety-critical settings. Existing
hallucination detection methods can be classified
based on the availability of information from the
model-under-test, ranging from white-box (model
weights, hidden states, output token probabilities,
and generations are accessible) to black-box mod-
els (only generations are accessible).

A subset of algorithms seek to understand model
limitations by generating adversarial prompts that
elicit undesired behaviors under edge cases. Ad-
versarial prompt generators for white-box models
typically require the gradient of the token outputs
of the language model under test to find influential
prompts (Wallace et al., 2019; Shin et al., 2020;
Guo et al., 2024). Methods for black-box mod-
els like RoboPAIR (Robey et al., 2025) generate
jailbreaking prompts with potentially hallucinated
details using an LLM. Existing adversarial prompt
injection techniques applied to web-based LLMs
study the response of models to a change in the
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ground-truth, underlying state, like adding a phrase
to an email to lead the model to click on a malicious
link (Wang et al., 2025; Wu et al., 2025), which is
analogous to optimizing the ground-truth trajecto-
ries of adversarial cars on a road, causing a crash.
In contrast, the noisy and unpredictable nature of
real-world environments necessitates algorithms
that characterize the response of LLMs to varied
scenarios, prompt phrasing, and observations.1

In response to this need, we develop a rule-based
generator that produces realistic prompts grounded
in the observation space of the environment by
applying perturbations from two different dimen-
sions. One dimension applies common perturba-
tions like randomizing order of details to charac-
terize model sensitivity to varied prompts with the
same semantic meaning, while the other dimen-
sion explores the effect of the available observation
details and sensor noise to understand robustness
to sensor failures. To efficiently search the per-
turbation space, we formulate adversarial prompt-
ing as an adaptive stress testing (AST) task (Lee
et al., 2015; Corso et al., 2019; Du and Driggs-
Campbell, 2021; Hardy et al., 2025) and we intel-
ligently search the prompt perturbation space in a
black-box manner with Monte-Carlo tree search
(MCTS) (Świechowski et al., 2023). Our frame-
work enables researchers to (1) automatically
and systematically characterize the response of
an LLM to perturbations in varied situations,
and use the characterization to proactively (2)
identify scenarios where the LLM is unreliable,
and (3) generate prompts that impact LLM un-
certainty or cause it to act unsafely.

Our contributions are as follows: (1) We manu-
ally apply a series of prompt perturbations in a driv-
ing environment and show the tendency of LLMs
to hallucinate; (2) We present a novel framework
grounded in AST for systematic characterization
of LLMs and (3) analyze model tendencies in three
safety-critical deployments; (4) We show that the
offline robustness characterization can be used to
proactively (a) generate perturbed prompts that im-
pact LLM uncertainty and decision modes and (b)
identify potential cases where an LLM is likely to
act with high uncertainty in real-time.

2 Related Works

We begin with a discussion of the recent rise in pop-
ularity of LLM planners, common hallucinations

1See Appendix A for further details.

and detection algorithms, and related AST works.

2.1 Foundation Model Planners

While classical controllers and learning-based
methods work particularly well for seen distribu-
tions, they may have unintended consequences
when deployed to an out-of-distribution environ-
ment (Wen et al., 2024b). More recently, re-
searchers are deploying large foundation mod-
els as planners, acting under the assumption that
their enormous training set distribution allows
these models to generalize to unfamiliar circum-
stances (Zeng et al., 2023; Cui et al., 2024).
LLMs in particular have achieved promising re-
sults when deployed as planners in complex, multi-
step decision-making tasks like autonomous driv-
ing (Hwang et al., 2025; Mao et al., 2024; Wen
et al., 2024a; Xu et al., 2024) and robotics (Driess
et al., 2023; Ichter et al., 2023; Shah et al., 2023; Hu
et al., 2024). We rigorously evaluate the robust-
ness of such models to perturbations to gauge
whether they should truly be trusted to act au-
tonomously in safety-critical deployments like
driving, moon landing, and robot navigation.

2.2 Hallucination Detection and Mitigation

Chakraborty et al. (2025) define hallucinations
as generations that conflict with hard constraints
(e.g., an infeasible robot action), deviate from de-
sired behavior (e.g., colliding with another agent),
or are completely irrelevant. We are particularly
interested in identifying a subset of hallucinations
under noisy observations and rephrased prompts
where the planner (1) is uncertain of its decision
and generates inconsistent predictions or (2) consis-
tently predicts actions that lead to critical failures.
Hallucination intervention methods for white-box
LLMs may train a classifier with hidden states from
the language model, identify a space of adversarial
prompts with gradient-based prompt perturbations,
or directly finetune the model (Lin et al., 2022;
Azaria and Mitchell, 2023; Yao et al., 2023). For
grey-box LLMs, researchers have devised methods
to correlate hallucinations with output token proba-
bilities and calibrate confidence scores with confor-
mal prediction (Ren et al., 2023; Hazra et al., 2024).
Many methods for black-box LLMs sample multi-
ple generations from the model to check for similar-
ity or consistency, ground generations to an exter-
nal database, or identify infeasible plans (Jha et al.,
2023; Manakul et al., 2023; Park et al., 2024; Yoon
et al., 2025). Our proposed two-dimensional per-



turbation space basis goes beyond standard prompt
augmentations and simulates realistic sensor fail-
ures that arise at runtime on real-world robots. An-
other group of works use black-box adversarial
prompting techniques to induce hallucinations (Ra-
makrishna et al., 2023; Yu et al., 2024; Robey et al.,
2025). These approaches often feed the language
model incorrect information or invalid questions,
which will surely lead the model to produce incor-
rect outputs. In contrast, our framework is designed
to generate prompts grounded in the original obser-
vation space of the model, leading to more informa-
tive insights on different perturbations. Finally, we
note that hallucination intervention for language
model planners is an open area of research, as most
works are evaluated in question-answering domains
at this time (Chakraborty et al., 2025).

2.3 Adaptive Stress Testing

To characterize the sensitivity of LLMs to varying
scenarios and prompt perturbations, we use adap-
tive stress testing. AST is a framework for �nding
worst-case conditions that cause a model-under-test
to fail. Notably, by formulating LLM character-
ization as an AST task, we enable researchers
to de�ne a custom undesirability function based
on behaviors that should be found during char-
acterization. In this work, we experiment with
�nding scenarios, prompt phrasing, and observa-
tion con�gurations that cause the LLM to produce
unstable responses or crash. Researchers have
applied the framework in different domains like
autonomous driving and airplane collision avoid-
ance (Lee et al., 2015; Corso et al., 2019; Du and
Driggs-Campbell, 2021). Hardy et al. (2025) pro-
pose learning an adversarial prompting language
model with AST to elicit toxic responses from a
model-under-test, but their method requires access
to token probabilities, and it is not deployed in a
decision-making context. While we constrain our
work to characterizing uni-modal language models,
we are encouraged by the results from Julian et al.
(2020) who use AST to perturb image modalities,
leading us to believe that the framework could be
extended to multi-modal LLMs or vision-language-
action models in the future.

3 Manual Perturbation Case Study

We �rst perform a case study to analyze how LLMs
behave when deployed as decision-making agents
in a multi-agent driving environment, and evaluate

the impact of manually perturbing prompts.

3.1 Language Models as Drivers

Suppose a language modelm is acting as a driver
in a highway environmente, like the one used
by Wen et al. (2024a). We model this problem as a
partially observable Markov decision process with
the tuplehS; A; O; P; R; Z; 
; S 0i , whereS is the
state space of the environment,A is a set of actions
m can take,O � S is the space of observations
available to the driver,P is the simulator's
transition model,R is the reward function,Z
is the observation function,
 2 (0; 1] is the
discount factor, andS0 � S is the set of initial
states. At every timestept, the simulator tracks
the statest =

�
s1

t ; : : : ; sn
t

�
of n cars including

the ego-driver, wheresi
t =

�
pi

t ; vi
t ; ai

t ; l it
�

contains
position p = (p x ; py), velocity v, acceleration
a, and lane detailsl for vehicle i 2 f1; : : : ; ng .
The observationot = Z (s t ; d; �) presented
to m is set by masking the components ofst

according to a boolean vectord 2 f0; 1g 4, and
adding sensor noise� 2 R 4. Each entry ofd
chooses whether a sensor source (i.e., position,
velocity, acceleration, lane) is included in the
observation. A prompt generatorGtakes the input
observation and any other prompt and perturbation
settingsb to assemble a promptx t = G (ot ; b).
In our case study,b is used to (1) choose the
system prompt between a preferred conservative
(cons.) driving style and an aggressive (agg.)
one, (2) randomize the ordering of phrases from
ot , and (3) choose whether few-shot examples
are fed tom. Given an assembled promptx t we
treat m as a black-box and instruct the model
to directly output a discrete actionat 2 A =
fMerge Left/Right; Idle; Accelerate; Decelerateg.
Example prompts are in Appendix B. Once an
action has been chosen, the simulator steps tost+1

with a transition functionP unknown tom, and
the agent is rewarded for driving at high speeds
without collision. An episode ends afterT steps,
or once the ego-agent crashes.

3.2 Unperturbed Evaluation

We analyze the performance of four open-source
LLMs with a temperature of0:7 (DeepSeek-R1
14B (Guo et al., 2025), Llama 3.2 3B (Gratta�ori
et al., 2024), Dolphin 3.0 8B (Hartford, 2023),
and Qwen 3.0 8B2 (Yang et al., 2025)) and a

2Qwen operates in no-thinking mode for ef�ciency.



Figure 1: Unperturbed evaluation of models measuring (Left) speed, (Middle) episode length, and (Right) action
distribution over all timesteps. We vary the system prompt between cons. and agg., and access to few-shot examples.

Figure 2: Inconsistency rates of (Left) DeepSeek and (Right) Llama model predictions under manual of�ine
observation perturbations. We denote when Position, Speed, Acceleration, Lane, Noise, and Randomization are
present in the perturbed prompts. For example, PSN denotes that noisy position and speed are observed.

non-learning-based planner, Optimistic Planning
of Deterministic Systems (OPD) (Hren and Munos,
2008), across �ve seeds in the highway environ-
ment (Leurent, 2018). OPD ranks actions to take
in a tree search by potential return, taking more
promising actions �rst. We also vary the system
prompt and access to few-shot examples for the lan-
guage models. In Figure 1, we can identify some
key characteristics in deployment. First, OPD is
the most aggressive driver with the highest average
speed, but also crashes with other vehicles, as seen
by the variable average episode length. At the other
end of the spectrum, DeepSeek is very slow when
given the conservative prompt. Using the aggres-
sive system prompt causes all LLMs but Qwen to
achieve higher speeds. In contrast, Qwen becomes
more aggressive with few-shot examples. Our ac-
tion distribution graph also shows how models tend
to change their decision modes based on prompt
phrasing. From this simple analysis, we can see
that every LLM tends to have unique traits when
acting as a driver. While some works rely on proxy
LLMs to characterize the behavior of closed-source
models (Yuan et al., 2021; Kwon et al., 2023; Man-
akul et al., 2023; Uluoglakci and Temizel, 2024),
we argue that the approach is limited as the proxy

model behavior may not align with that of the
black-box model.

3.3 Manually Applying Perturbations

We also study the impact of perturbations to the
observation space on LLM decisions. We collect
trajectories from �ve seeds in the highway environ-
ment using OPD, and collect unperturbed decisions
from each LLM across system prompt and few-
shot example settings for each timestep. Each of
the original observationsot are then perturbed by
manually updatingd, � , andb, and generating new
prompts ex t . In Figure 2, we visualize the incon-
sistency rates of model predictions under each per-
turbed prompt template for DeepSeek and Llama.
We clearly see that DeepSeek has a lower tendency
to generate inconsistent actions under varied pertur-
bations; other trends are discussed in Appendix C.
While inconsistencies may be expected under cer-
tain perturbations (Xie et al., 2025), it is critical
for engineers to understand model behavior under
these edge cases to decide when to switch to a safer
controller or collect data for �netuning. This man-
ual analysis provides a glimpse into LLM behaviors
under sensor failures, but there are key limitations:
(1) only a small subset of perturbations were used,



(2) some perturbations have less impact on model
behavior and do not need to be explored, and (3)
we also care about �nding perturbations that cause
critical crashes. As such, we ask ourselves, “is
there an intelligent way to search the prompt
perturbation space in a black-box manner?”

4 AST Robustness Characterization

We now formulate the characterization of LLM
robustness to perturbations as an AST task.

4.1 Adaptive Stress Testing Formulation

AST is formulated as a Markov decision process
and consists of a simulatorS , a reward function
R � , and an adversarial agent� . As shown in Fig-
ure 3 (Left), the simulatorS contains both the
model-under-test (MUT) and the environment sce-
nario to test the MUT in. The MUT is any black-
box LLM m, and the environment is a speci�c sit-
uation in the world to generate perturbed prompts
for. We freeze the environmente at a timestep
t, and analyze the responses of the LLM to per-
turbed promptsex t . The state ofS at iterationk at
this frozen timet is denoted byst

k = [d k ; � k ; bk ],
wheredk , � k , andbk are de�ned as in Section 3.1.
At iteration k, the adversary takes a discrete ac-
tion ak to update the simulator's perturbation state
st

k+1 . Potential adversarial actions include mask-
ing out sensor sources withdk+1 , applying noise
with � k+1 , or changing prompt phrasing withbk+1 .
The statest

k holds all of the information needed
to track (1) which details from the original envi-
ronment statest will be provided tom through
ot , and (2) how the original environment prompt
x t will be perturbed. When given a perturbation
actionak , we con�gure the next prompt settings
st

k+1 , and generate N prompts fext1 ; : : : ; ex tN g fol-
lowing the rules ofst

k+1 usingG. We then pass
each of the prompts throughm to sampleN de-
cisionsa0

t =
�

a0
t1

; : : : ; a0
tN

	
that lie in the action

space of the environment. Finally, the adversary re-
ceives a rewardr k , whereR � is a reward function
crafted to teach the adversary to �nd perturbation
actions that increase undesired behaviors from the
LLM, as discussed in Section 4.2.

4.2 Searching for Impactful Perturbations

The AST state space (i.e., number of perturbation
states) grows exponentially with the size of the ac-
tion space (i.e., number of perturbation actions). In
the case of the highway environment, we allow the

adversarial agent to take nine different actions: (1–
2) set cons. or agg. system prompt; (3–6) remove
an observed sensor source; (7) remove few-shot
examples; (8) add noise; and (9) randomize or-
der of prompt details. Assume that the adversarial
agent selects a single system prompt con�guration
and may take each action at most once. If at least
one sensor type must be observable, then there are
240possible unique prompt settings. We represent
different permutations of adversarial action trajec-
tories as a tree, where a path of actions leads to
a perturbation state node.3 Even if we cache the
outputs ofm from previously visited perturbation
states, producing just20 trees withN = 5 sam-
ples per state requires24K LLM generations. This
evaluation can cost researchers upwards of $100.

Like prior AST works (Lee et al., 2015; Corso
et al., 2019; Du and Driggs-Campbell, 2021), we
use MCTS to intelligently search for perturbation
action trajectories that maximize undesired LLM
behaviors, without exploring the entire prompt per-
turbation space. During the search, at every previ-
ously unvisited perturbation statest

k+1 , we cache
the generations

�
a0

t1
; : : : ; a0

tN

	
from m. We exper-

iment with three de�nitions for the undesirability
U

�
st

k+1

�
of a set of generations. The �rst two

metrics measure the diversity of sampled actions
as a proxy for LLM uncertainty with normalized
Shannon entropy (Shannon, 1948):

H
�
st

k

�
= �

X

a2A E

Ca

N
log

Ca

N
; (1)

and a value we de�ne as action diversity:

D
�
st

k

�
= �

Y

a2A E

�
1 �

Ca

N

�
; (2)

whereA E is the set of actions the MUT can take,
Ca is the number of times the MUT chose action
a under perturbationst

k , and� normalizes values
between0 and1. The third metric is the negative
average reward the MUT receives from the envi-
ronment by taking the sampled actions:

L
�
st

k

�
= �

1
N

X

a2a 0
t

R m (st ; a) ; (3)

wherest is the frozen state of the underlying en-
vironmente andR m is the reward function ofm.
Intuitively, U should be de�ned as a value mea-
suring how bad a set of sampled actions fromm

3See Appendix D for further details.



Figure 3: (Left) Block diagram of AST frameworks. (Right) An example of how we (1) expand the perturbation
tree, (2) generate prompts, sample actions, and compute diversityD, (3) cache samples, and (4) return rewardR � .

are. Eq. 1 and 2 are used to �nd scenarios, obser-
vations, and prompts that cause high uncertainty
whereas Eq. 3 �nds examples of critical failures.
Note that Eq. 3 assumes access to an estimate of
the reward model of the underlying environment,
which may be unknown to researchers. While we
choose to measure undesirability in these ways,
other estimates could be used (e.g., frequency of
failures). Finally, we de�neR� as the change in
undesirability from the previous perturbation state
to the current one:r k = U

�
st

k+1

�
�U

�
st

k

�
, where

U
�
st

1

�
= 0 . Actions that increase undesirabil-

ity of generations are assigned large, positive re-
wards. Additionally, caching LLM generations for
each perturbation state ensures that repeated action
trajectories deterministically reach the same deci-
sions. Thus, trajectories within our perturbation
tree represent the expected MUT decisions under
the same perturbations with similar observations.
As discussed in Appendix D, our framework still
allows for stochasticity in the underlying environ-
ment. Figure 3 (Right) is an example of how the
perturbation tree is expanded using action diver-
sity. In its current form,R� penalizes each sensor
removal action equally. If certain sensors are less
likely to fail, the reward can be augmented to pe-
nalize applying such perturbations.

5 Characterization Experiments

We �rst characterize LLM robustness with MCTS
and then use the trained trees in three applications.

Collecting a Characterization Dataset To gen-
erate a set of trees for different scenarios, we �rst
collect rollout episodes using the MUT. Speci�-
cally, we collect ten trajectories in the highway en-
vironment using Llama, Dolphin, and Qwen (skip-
ping DeepSeek due to slow generation speeds) with
the aggressive system prompt and no perturbations.

We select the top20 timesteps whose descriptions'
BGE-M3 (Chen et al., 2024) embeddings have the
lowest cosine-similarity to those of all others, al-
though other methods could be employed to select a
broad distribution of scenarios, like using state criti-
cality (Du and Driggs-Campbell, 2021). Like many
AST works, we use MCTS with double progres-
sive widening (Lee et al., 2015) as our adversarial
AST agent, although our method is agnostic to the
choice of reinforcement learning algorithm. Simi-
lar to Lee et al. (2015), our state transition model is
deterministic because we cache generations from
the LLM when visiting new perturbation states, and
only the �rst step of double progressive widening
is performed on the action space. The adversarial
agent samples �ve responses from the MUT at ev-
ery new perturbation state, and we generate trees
of varied complexities with the three choices forU
introduced in Section 4.2. The Whole tree searches
the entire perturbation space with1000iterations of
MCTS down to the maximum search depth (seven
actions). Representative of a resource-constrained
environment, two other trees search only� 25%
(60 states) of the perturbation space with (1)100
iterations down to a depth of �ve actions (Shallow),
and (2)64 iterations down to the maximum depth
(Deep). Trees usingL are only trained on scenar-
ios wherem can act without crashing, allowing for
non-zero adversarial returns.

Comparing Tree Characterizations We �rst an-
alyze how pruning the perturbation state space im-
pacts the search for undesirable perturbations. In
Figure 4, we compare the Shannon entropy of (1)
sampled MUT actions from all perturbation states
that were reached and (2) majority sampled actions
from perturbation states with low-diversity sam-
ples (i.e., fewer than 3 unique actions) usingD and
H, respectively. We see a trend that the character-



Figure 4: The distribution of Shannon entropy of (1) all sampled actions and (2) majority sampled actions from low-
diversity perturbation states, for20 trees trained with (Left)D and (Right)H , per LLM and MCTS con�guration.

Table 1: The avg.� std. of the fraction of states visited
with > 2 unique actions over all20 trees. In subscript is
the avg. number of high-diversity states visited per tree.

U Tree Llama Dolphin Qwen Overall

D
Whole 0:60105 � 0:04 0:52 121 � 0:05 0:24 56 � 0:07 0:45 105 � 0:16
Deep 0:6336 � 0:08 0:51 29 � 0:07 0:20 12 � 0:08 0:45 26 � 0:20

Shallow 0:6137 � 0:07 0:49 30 � 0:08 0:20 12 � 0:09 0:43 26 � 0:19

H
Whole 0:61141 � 0:04 0:53 122 � 0:05 0:24 55 � 0:07 0:46 106 � 0:16
Deep 0:6437 � 0:10 0:54 30 � 0:07 0:18 10 � 0:07 0:45 26 � 0:21

Shallow 0:6137 � 0:06 0:51 31 � 0:07 0:27 17 � 0:10 0:47 28 � 0:16

L
Deep 0:6336 � 0:09 — 0:18 10 � 0:09 0:41 23 � 0:24

Shallow 0:6036 � 0:06 — 0:21 13 � 0:09 0:41 25 � 0:20

ization trees computed for more capable models
(i.e., Qwen) have a lower Shannon entropy. We
also see that Whole trees have a higher entropy
for majority-voted low-diversity samples. In other
words, Whole trees �nd more perturbation states
where the MUT chooses different decision modes
with high certainty. This �nding is to be expected
as partial trees only explore25%of perturbation
states. In fact, Table 1 shows that the percentage
of explored perturbation states with more than two
unique sampled actions is similar across tree type.
BetweenD andH, Figure 4 (Left and Right) shows
that training withH leads to better alignment in
Shannon entropy between Whole and partial tree
types, although the alignment accuracy is depen-
dent on the MUT and tree type. Overall, we �nd
that partial trees can ef�ciently search for per-
turbations and effectively meet the characteri-
zation capabilities of Whole trees.

Choice of Undesirability Function Figure 5
shows the impact of functionU on the search for
perturbation states with high diversity samples and
unique decision modes. We �nd that characterizing
Llama withL tends to uncover more unique, high-

Figure 5: The distribution of Shannon entropy across
three chosen undesirability functionsU for Llama and
Qwen (Left) Shallow and (Right) Deep trees.

certainty decision modes than the diversity-based
metrics. Similarly, the characterization distribution
of Qwen usingL meets that ofH when training
Shallow trees. While the characterizations ofL and
H are similar in these cases, the former requires
access to a reward estimate. In general,U should
be chosen carefully depending on the available
information from the environment, the desired
insights during characterization, and, as we dis-
cuss later, the intended application.

Random Search Baselines We further compare
the ef�ciency of using AST with MCTS in �nd-
ing undesirable perturbations against two random
search baselines. Baseline A picks a subset of per-
turbation states without replacement from the 240
possible perturbation states in the driving environ-
ment, while Baseline B builds a tree like MCTS,
but picks a random action at every timestep. We
use the Shannon entropy undesirability function
on Qwen and run MCTS across 20 trees until ap-
proximately 120 unique states are visited for each
tree. A more sample ef�cient method �nds more
undesirable perturbation states given that the same
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