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Designing Resilient Linear Systems
Jean-Baptiste Bouvier, Student Member, IEEE, and Melkior Ornik

Abstract—Critical systems must be designed resilient to mal-
functions and especially to a loss of control authority over
actuators. This malfunction considers actuators producing un-
controlled and possibly undesirable outputs. We investigate the
design of resilient linear systems capable of reaching their target
even after such a malfunction. In contrast with the settings con-
sidered by robust control and fault-tolerant control, we consider
undesirable but observable inputs of the same magnitude as
controls since they are produced by a faulty actuator belonging
to the system. The control inputs can then depend on these
undesirable inputs. Building on our previous work, we focus on
designing resilient systems able to withstand the loss of one or
multiple actuators. Since resilience refers to the existence of a
control law driving the state to the target, we naturally continue
with the synthesis of such a control law. We conclude with the
application of our theory to the ADMIRE fighter jet model.

Index Terms—Linear systems, Reachability analysis, Control
design, Reliability, Redundancy

I. INTRODUCTION

REDUNDANCY is the key to guarantee the resilience
of a system, as proven by NASA during the space

race [1]. We focus on the resilience of linear systems to the
loss of control authority over some of their actuators. This
malfunction studied in [2, 3] refers to actuators producing
undesirable and uncontrolled outputs. Thanks to sensors on
each actuators and a fault-detection mechanism as in [4],
the controller has real-time readings over all inputs even the
uncontrolled ones and can identify defective actuators.

This paper is a continuation of our initial work in [3] and
investigates how to design linear systems resilient to a loss
of control authority over some of their actuators, i.e., that can
still reach their initial target. We say that a target is resiliently
reachable from an initial state if for any undesirable inputs,
there exists a control law — possibly dependent on current
undesirable inputs, but with no knowledge of future ones —
able to drive the system to the target. While not referring to it
as resilient reachability, [5] and [6] considered this setting but
developed complex algorithms giving absolutely no hindsight
about how to design resilient systems or how to synthesize a
resilient control input, which are our two objectives. Moreover,
the resilience analysis of a system, like the one performed in
Section VI-A is impossible with the methods of [5, 6]. Build-
ing on [7], the work [3] established reachability conditions for
linear systems, but it did not investigate resilience of systems.

Loss of control authority over actuators is not covered by
fault-tolerant papers as they consider either actuators locking
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in place [8], losing effectiveness but remaining controllable
[9], or a combination of both [10], but not uncontrolled and
fully effective actuators. While the field of robust control
[11, 12] encompasses our type of malfunction, it is too con-
servative to solve our problem. Indeed, our undesirable inputs
can have the same magnitude as the controlled inputs and
thus are too large to be handled by a robust control law [13].
Moreover, the robust control setting treats undesirable inputs
as unknown, while we assume to have real-time readings of
them. Thus, our resilient controller adapts to the undesirable
inputs and performs much better than an overly conservative
robust controller, as demonstrated in Section VI-B.

Our objective is to design linear systems resilient to the
loss of control authority over some of their actuators with
a minimal redundancy. The contributions of this paper are
twofold. First, we determine the minimal degree of overac-
tuation necessary to design a resilient system. Second, we
synthesize a control law driving a resilient system’s state to its
target despite loss of control authority over some actuators. To
establish these results, we will first focus on driftless systems,
a common application in robotics [14], before extending our
findings to systems with drift.

The remainder of the paper is organized as follows. Sec-
tion II defines the problems of interest and introduces the
preliminary results from [3]. In Section III, we develop the
notion of resilient control matrices and we determine their
minimal size in Section IV. Building on the driftless case,
Section V focuses on the synthesis of a resilient control law
for linear systems with and without drift. We illustrate our
theory in Section VI with two scenarios featuring a model of
a fighter jet undergoing a loss of control authority.

Notation: A positive semidefinite matrix is denoted by
M � 0 and a positive definite matrix by M � 0. The set
of eigenvalues of a square matrix M is λ(M) and det(M)
is its determinant. The singular values of a rectangular matrix
M are the σM ≥ 0 such that det

(
(σM )2I −M>M

)
= 0,

and σMmax := max
√
λ(M>M). The vector ei is composed

of zeros except its ith element is one. The column vector
z = (z1, . . . , zn) ∈ Rn has a norm ‖z‖ :=

√∑
z2i . The

set of integers from 1 to n is denoted by [n]. The unit
sphere in Rn is S :=

{
x ∈ Rn : ‖x‖ = 1

}
, while

BX(c, ε) :=
{
x ∈ X : ‖x−c‖ ≤ ε

}
denotes the ball of center

c and radius ε in the space X . The ellipsoid of center c and
shape matrix P � 0 is E(c, P ) :=

{
x : (x−c)>P (x−c) ≤ 1

}
.

The space of square integrable functions u : [0, T ] → Rm is
L2

(
[0, T ], Rm

)
, and contains all functions with a finite L2-

norm: ‖u‖2L2
:=
∫ T
0
‖u(t)‖2dt. The real part of a complex

number is given by Re : C→ R. For p ≤ m ∈ N, the number
of p-combinations among m elements is

(
m
p

)
.
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II. PROBLEM STATEMENT AND PRELIMINARIES

Consider a system governed by the differential equation

ẋ = Ax+ B̄ū, x(0) = x0 ∈ Rn, (1)

where A ∈ Rn×n and B̄ ∈ Rn×m are constant matrices. Let
G ⊂ Rn be the target ball to be reached by the state x. During
its mission the system loses control authority over p of its m
actuators. These p actuators are then producing uncontrolled
and undesirable inputs w. Thanks to sensors on each actuators,
we separate w from the controls u by writing ū = (u, w) and
B̄ = [B C], with B ∈ Rn×(m−p) and C ∈ Rn×p, leading to

ẋ(t) = Ax(t) +Bu(t) + Cw(t), x(0) = x0 ∈ Rn. (2)

We follow the assumptions of [3, 7] by considering inputs of
finite energy and thus square integrable. The set of admissible
control laws is U and the set of undesirable inputs is W with

U :=
{
u ∈ L2

(
[0, T ], Rm−p

)
: ‖u‖L2 ≤ 1

}
= BL2(0, 1),

W :=
{
w ∈ L2

(
[0, T ], Rp

)
: ‖w‖L2

≤ 1
}

= BL2
(0, 1),

G :=
{
x ∈ Rn : ‖x− xgoal‖ ≤ ε

}
= BRn(xgoal, ε).

We want to characterize systems that are able to reach their
target even after a loss of control over some of their actuators.

Definition 1. The target G is resiliently reachable at time T
from x0 by system (2) if for any undesirable inputs w ∈ W ,
there exists a control law uw ∈ U such that x(T ) ∈ G.

As in [3], the control law uw can depend on the undesirable
input w. Indeed, we assume to have sensors on each actuators
so that all inputs to the system are available to the controller.
Unlike in robust control [11, 12], our resilient controller is
thus aware of the undesirable inputs and should be able to
counteract them more efficiently. Therefore, resilient reacha-
bility guarantees that whatever the undesirable inputs are, there
is a control law dependent on the undesirable inputs driving
the system to its target. We have the intuition that a system
resilient to the loss of control over some of its actuators must
be initially overactuated, i.e., its control matrix B̄ has strictly
more columns than rows. Since adding actuators in practice
comes with a cost, we consider the following problem.

Problem 1. Determine the minimal degree of overactuation
required to build a resilient system.

Our definition of resilience calls for the existence of a
control law, so we are naturally led to our second objective.

Problem 2. For a resilient system sustaining an undesirable
input w, synthesize a control law uw that drives the system’s
state x(t) to the target G.

The resilience of a linear system (1) is mostly determined
by its control matrix B̄. Therefore, in the next two sections
we first focus on driftless systems, i.e., where (2) becomes

ẋ(t) = Bu(t) + Cw(t), x(0) = x0 ∈ Rn. (3)

According to [3], the resilience of these systems is linked
to the sign of the maximum of g(h) := ‖C>h‖ − ‖B>h‖
over h ∈ S. Since this maximum is difficult to compute, we
introduce an equivalent but more convenient criteria.

Theorem 1. For F := BB> − CC>, the following hold:
(a) If F � 0, there exists a time tlim such that G is resiliently

reachable for all t ≥ tlim.
(b) If F � 0, there exists a time tlim such that G is not

resiliently reachable for all t > tlim.

Proof. If F � 0, then for all h ∈ S, we have 0 < h>Fh, i.e.,
h>CC>h < h>BB>h. This is equivalent to max

h∈ S
g(h) < 0,

and thus according to Theorem 6 of [3], there exists a time
tlim after which G is resilient reachable.

Similarly, if F � 0, there is h ∈ S such that h>Fh < 0,
i.e., max

h∈ S
g(h) > 0. Following Theorem 4 of [3] there exists

a time tlim after which G is not resiliently reachable. �

With this simple resilient reachability condition, we can now
investigate the resilience of a system.

III. RESILIENT CONTROL MATRICES

When losing control authority over p actuators, we remove
the corresponding columns j1, . . . , jp from B̄ to form the
matrix C, and we name B the remaining control matrix.

Definition 2. The control matrix B̄ ∈ Rn×m is p-resilient if
for all pairwise distinct j1, . . . , jp ∈ [m] the system following
the driftless dynamics (3) can resiliently reach any target ball.

The degree of resilience of matrix B̄ is the largest p ∈ N
for which B̄ is p-resilient.

Proposition 1. The control matrix B̄ is p-resilient if and only
if max

h∈ S
g(h) < 0 for all pairwise distinct j1, . . . , jp ∈ [m] if

and only if F � 0 for all pairwise distinct j1, . . . , jp ∈ [m].

Proof. If max
h∈ S

g(h) < 0 for all pairwise distinct j1, . . . , jp ∈
[m], then from Theorem 6 of [3], any target ball is resiliently
reachable, so B̄ is p-resilient.

On the other hand, assume that B̄ is p-resilient. For all
pairwise distinct j1, . . . , jp ∈ [m], the continuous function g
reaches a maximum gmax over the compact set S. If gmax ≥ 0,
then from Theorems 4 and 5 of [3] some target balls are not
resiliently reachable. Therefore, gmax < 0.

From Theorem 1, the equivalence with F � 0 holds. �

Proposition 1 enables us to assess the p-resilience of a
system with m actuators by verifying the positive definiteness
of
(
m
p

)
matrices. We now establish several results concerning

resilient matrices in order to address Problem 1.

Proposition 2. If B̄ is p-resilient with p ≥ 1, then B̄B̄> � 0.

Proof. Assume that B̄B̄> is not positive definite. Then, there
exists x 6= 0 such that xB̄B̄>x ≤ 0. Let C be the last

column of B̄, so that B̄B̄> =
[
B C

][B>
C>

]
= BB> + CC>.

Then, F = BB> − CC> = B̄B̄> − 2CC>. Thus, x>Fx =
x>B̄B̄>x − 2x>CC>x ≤ 0 − 2‖C>x‖2 ≤ 0, so F � 0.
By Proposition 1, B̄ is not 1-resilient and thus not p-resilient
either since p ≥ 1. �

Proposition 3. If B̄ is p-resilient with p ≥ 1, then the system
is overactuated.
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Proof. Assume B̄ ∈ Rn×m is not overactuated, i.e., m ≤ n.
After losing control of one actuator, the remaining control
matrix B has n rows and at most n− 1 columns. From [15],
rank(BB>) ≤ rank(B) ≤ n− 1. Since BB> ∈ Rn×n, it is
not invertible. Then, BB> � 0, so F = BB> − CC> � 0
either. According to Proposition 1, B̄ is not p-resilient. �

Intuitively a system without actuator redundancy cannot
be resilient, because a malfunctioning actuator cannot be
counteracted. On the other hand, numerous copies of each
actuator guarantees resilience. In between these extremes lies
a minimum degree of overactuation required for resilience.

Proposition 4. The degree of resilience of B̄ is not affected
by left multiplication by an invertible matrix.

Proof. For P invertible, note that PFP> � 0 if and only if
F � 0. Proposition 1 concludes the proof. �

We can now simplify the resilience investigation with the
Singular Value Decomposition (SVD). The compact SVD [16]
of B̄ is UDV , with U orthogonal of size n×n, D a diagonal
matrix gathering the n singular values of B̄, and V of size
n×m with orthonormal rows, i.e., V V > = In.

Proposition 5. The following statements hold for p ≥ 1:

(a) If B̄ is p-resilient, then V is also p-resilient.
(b) If V is p-resilient and B̄B̄> � 0, then B̄ is p-resilient.

Proof. (a) According to Proposition 2, B̄B̄> � 0, so the sin-
gular values of B̄ are non-zero [16]. Then, D is invertible and
since U is also invertible, Proposition 4 states that B̄ = UDV
and V have the same degree of resilience.

(b) Since B̄B̄> � 0, the matrix D is invertible. Then, by
Proposition 4, B̄ has the same degree of resilience as V . �

We can then work on V to determine the resilience of B̄.
After a malfunction we split V like B̄ into V =

[
CV BV

]
.

Proposition 6. The matrix V ∈ Rn×m is p-resilient if and
only if σC

>
V

max <
1√
2

for all
(
m
p

)
possible CV matrices.

Proof. We investigate whether FV := BVB
>
V − CV C>V � 0.

Note that V V > = BVB
>
V +CV C

>
V . Since V V >= In, FV =

V V >−2CV C
>
V = In−2CV C

>
V . Let λ be an eigenvalue of FV :

0 = det
(
λIn − FV

)
= det

(
λIn − In + 2CV C

>
V

)
= det

(
(λ− 1)In + 2CV C

>
V

)
=
(
− 2
)n

det

((1− λ
2

)
In − CV C>V

)
.

Define s := 1−λ
2 , so that s is an eigenvalue of CV C>V . Let

x 6= 0 be an eigenvector such that CV C>V x = sx. A left
multiplication by x> lead to ‖C>V x‖2 = s‖x‖2, so s ≥ 0.

Then,
√
s is a singular value of C>V . We note that λ > 0

if and only if
√
s < 1√

2
. Since σC

>
V

max is the maximal singular

value of C>V , FV � 0 if and only if σC
>
V

max <
1√
2

. �

With Propositions 5 and 6, Problem 1 is now within our
reach for 1-resilient matrices.

IV. MINIMAL SIZE OF RESILIENT MATRICES

We will now establish a necessary condition determining
the minimal size of a 1-resilient control matrix.

Theorem 2. If B̄ ∈ Rn×m is 1-resilient, then m ≥ 2n+ 1.

Proof. Proposition 5 (a) states that V is 1-resilient. Let Cj be
the columns of V and ri its rows, with ‖ri‖ = 1. Then,

m∑
j=1

‖Cj‖2 =

m∑
j=1

n∑
i=1

V 2
ij =

n∑
i=1

m∑
j=1

V 2
ij =

n∑
i=1

‖ri‖2 = n.

Thus, max
j
‖Cj‖2 ≥ n

m . From [15], max
j
‖Cj‖2 =

(
σC

>

max

)2
.

Then, Proposition 6 yields n
m < 1

2 , i.e., m ≥ 2n+ 1. �

Theorem 2 shows that at least 2n+1 actuators are required
to have a 1-resilient control system in n dimensions. We will
now prove that n × (2n + 1) is in fact the minimal size of
1-resilient matrices by producing such a matrix for all n ∈ N.
Let B̄k := [In . . . In D] composed of k identity matrices and
a column vector D := 1√

n
[1 . . . 1]>.

Proposition 7. The matrix B̄2p is p-resilient.

Proof. We calculate the maximum of g(h) = ‖C>h‖−‖B>h‖
over h ∈ S for all possible losses of p actuators.

First, assume the system loses control of p columns belong-
ing all to the identity matrices. Without loss of generality we
assume losing one column per matrix. The index of the column
lost in the ith identity matrix is ji ∈ [n]. These columns form
the matrix C =

[
ej1 . . . ejp

]
, while B is the remaining control

matrix. Then, h =
(
h1, . . . , hn

)
∈ S, i.e., ‖h‖2 = 1, yields

C>h =
(
hj1 , . . . , hjp

)
so ‖C>h‖2 =

p∑
i=1

h2ji ,

‖B>h‖2 = 2p

n∑
i=1

h2i −
p∑
i=1

h2ji +

(
n∑
i=1

hi√
n

)2

= 2p−
p∑
i=1

h2ji +
1

n

(
n∑
i=1

hi

)2

,

g(h) < 0⇐⇒
p∑
i=1

h2ji < 2p−
p∑
i=1

h2ji +
1

n

(
n∑
i=1

hi

)2

⇐⇒
p∑
i=1

h2ji < p+
1

2n

(
n∑
i=1

hi

)2

. (4)

If j1 = . . . = jp, and h = ej1 , then (4) simplifies into
p < p+ 1

2n , which is true. In all other cases, because ‖h‖ = 1,
at least one hji < 1, so the left hand side of (4) is strictly
smaller than p. Then, the inequality also holds true, g(h) < 0
for all h ∈ S. For lack of space, details can be found in [17].

The other possibility is that B̄2p loses p−1 columns among
the identity matrices and the last column D. Then,

g(h) =

√√√√p−1∑
i=1

h2ji +
1

n

(
n∑
i=1

hi

)2

−

√√√√2p−
p−1∑
i=1

h2ji .

Since ‖h‖ = 1, h2ji ≤ 1 for all i ∈ [p-1]. Then, (
∑
hi)

2 ≤
(
∑
h2i )(

∑
12) = ‖h‖2 n = n, by the Cauchy-Schwarz
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inequality [18]. Thus, g(h) ≤
√
p−1+ 1

nn−
√

2p−(p−1) ≤
√
p −
√
p+ 1 < 0, i.e., max

h∈ S
g(h) < 0, so B̄2p is p-resilient

from Proposition 1. �

Then, B̄2 =
[
In InD

]
is 1-resilient and has only 2n + 1

columns. Following Theorem 2, the minimal size of a 1-
resilient matrix is then exactly n× (2n+ 1).

To extend our minimal size investigation to p ≥ 2 we
only need an equivalent of Theorem 2, because Proposition 7
generates p-resilient matrices of size n× (2pn+ 1). However,
the calculations fail for p ≥ 2 as we found 2-resilient matrices
of size n× 4n for n = 6 and n = 8. Therefore, the minimal
size of a p-resilient matrix is not n × (2pn + 1) and that is
why Theorem 2 cannot be extended to p ≥ 2. More details
are given in [17]. It is now time to tackle Problem 2.

V. CONTROL SYNTHESIS

The definition of resilient reachability asks for the existence
of a control law. A natural follow-up question is thus one of
designing such a control law. When B is not invertible, this
question is not trivial as the control u needs to counteract
w ∈W while remaining in U .

Theorem 3. If F � 0, then there exists α > 0 such that

u(t) := B>
(
BB>

)−1(− Cw(t) + α
(
xgoal − x(t)

))
(5)

drives the state of (3) to xgoal and u ∈ U for any w ∈W .

Proof. Since F = BB> − CC> � 0, obviously BB> � 0,
so BB> is invertible, and (5) is well-defined. If we plug (5)
into the state equation (3) we obtain

ẋ = BB>
(
BB>

)−1(− Cw + α
(
xgoal − x

))
+ Cw

= α
(
xgoal − x

)
.

The solution is x(t) = xgoal + e−αtd, with d = x(0)− xgoal.
Since α > 0, x converges globally exponentially to xgoal, the
control law is successful. We need to prove that ‖u‖L2

≤ 1
for all w ∈ W . Note that xgoal − x(t) = −e−αtd, and let
υ(t) := Cw(t) + αe−αtd, so that u(t) = −B>

(
BB>

)−1
υ(t).

Then,

‖u‖2L2
=

∫ T

0

u(t)>u(t) dt =

∫ T

0

υ(t)>
(
BB>

)−1
υ(t) dt.

To simplify, let P :=
(
BB>

)−1 � 0, and expand υ(t) as

υ(t)>Pυ(t) = w(t)>C>PCw(t)︸ ︷︷ ︸
= T1

+w(t)>C>Pαe−αtd︸ ︷︷ ︸
= T2

+αe−αtd>PCw(t)︸ ︷︷ ︸
= T3

+α2d>e−αtPe−αtd︸ ︷︷ ︸
= T4

(6)

From the Woodbury formula [15],
(
I + C>F−1C

)
is invert-

ible, because F is invertible,

P =
(
F+CC>

)−1
= F−1−F−1C

(
I+C>F−1C

)−1
C>F−1.

Let D := C>F−1C. Then, C>PC = D − D
(
I + D

)−1
D.

Expanding
(
I + D

)−1(
I + D

)
= I yields

(
I + D

)−1
D =

I −
(
I + D

)−1
, so that C>PC = D − D + D

(
I + D

)−1
.

Similarly, from
(
I + D

)(
I + D

)−1
= I , we finally obtain

C>
(
BB>

)−1
C = I −

(
I +D

)−1
. Let λ be an eigenvalue of

C>
(
BB>

)−1
C. Then,

0 = det
(
λI − C>

(
BB>

)−1
C
)

= det
(
λI − I +

(
I +D

)−1)
= det

(
(λ− 1)(I +D)(I +D)−1 + I(I +D)−1

)
= det

(
(λ− 1)(I +D) + I

)
det(I +D)−1.

From the Woodbury formula we know that (I +D) is invert-
ible, so det(I+D))−1 6= 0. If λ = 1, then det(I) = 0, which
is absurd. Thus λ 6= 1, so we can divide by (λ− 1):

0 = det
(
I +D +

1

λ− 1
I
)

= det
( λ

λ− 1
I +D

)
.

Since F−1 � 0, C>F−1C � 0, i.e. the eigenvalues of D are
nonnegative, so −λ

λ−1 ≥ 0. Since BB> � 0, (BB>
)−1 � 0

and then C>
(
BB>

)−1
C � 0, thus λ ≥ 0. Then λ−1 < 0, i.e.

λ < 1. Let λM < 1 the maximal eigenvalue of C>
(
BB>

)−1
C∫ T

0

T1dt =

∫ T

0

w(t)>C>
(
BB>

)−1
Cw(t) dt ≤

∫ T

0

w(t)>λMw(t) dt

≤ λM‖w‖2L2
≤ λM . (7)

We can now tackle the integral of the second term of (6):∫ T

0

T2dt =

∫ T

0

αw(t)>C>Pe−αtd dt = α

∫ T

0

w(t)>e−αtdt C>Pd.

We use the Cauchy-Schwarz inequality∣∣∣∣∣
∣∣∣∣∣
∫ T

0

w(t)>e−αtdt

∣∣∣∣∣
∣∣∣∣∣
Rm

=

√√√√ m∑
i=1

(∫ T

0

wi(t)e−αtdt

)2

≤

√√√√ m∑
i=1

(∫ T

0

w2
i (t)dt

)(∫ T

0

e−2αtdt

)

=

√√√√[e−2αt
−2α

]T
0

∫ T

0

m∑
i=1

w2
i (t)dt =

√
1− e−2αT

2α
‖w‖L2

.

Thus,
∫ T

0

T2 dt ≤
√
α

2
‖C>Pd‖ ‖w‖L2

. (8)

And similarly,
∫ T

0

T3 dt ≤
√
α

2
‖d>PC‖ ‖w‖L2

. (9)

We also simplify the integral of the fourth term of (6):∫ T

0

T4 =

∫ T

0

α2d>e−αtPe−αtd dt = α2d>Pd

∫ T

0

e−2αt dt

= α2d>Pd

[
e−2αt

−2α

]T
0

=
α

2
d>Pd

(
1− e−2αT

)
≤ α

2
d>Pd.

(10)

Then, we combine (7), (8), (9) and (10):

‖u‖2L2
≤ α

2
d>Pd+ 2

√
α

2
‖C>Pd‖+ λM . (11)

Since λM < 1, and d, P and C are constant, we can choose
α small enough so that the right hand side of (11) is smaller
than 1, which finally leads to ‖u‖2L2

≤ 1, i.e. u ∈ U . �
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The maximum α satisfying Theorem 3 and thus ensuring
the fastest convergence to xgoal is given by

α∗ := 2

(√
b2 + (1− λM )a− b

)2
a2

, (12)

with a = d>Pd and b = ‖C>Pd‖. We now return to system
(2). For all η > max(Re(λ(A))), we can find β > 0 such that
‖eAt‖ ≤ βeηt for all t ≥ 0 [15], and we define the set

Aη:=
{
α>η : λM+

α
√

2β‖x0‖√
α− η

‖C>P‖+α2β2‖x0‖2‖P‖
2(α− η)

≤1
}
.

Theorem 4. If F � 0 and if there exists η > max(Re(λ(A)))
such that Aη is not empty, then for all α ∈ Aη , control law
u(t) := B>

(
BB>

)−1(− Cw(t)− αx(t)
)

drives the state of
(2) to xgoal = 0, and u ∈ U for any w ∈W .

Proof. The only change compared to Theorem 3 is that e−αtd
is replaced by eÃtx0 with Ã := A − αI . We use ‖eÃt‖ ≤
βeηte−αt before proceeding as in the proof of Theorem 3.
The complete proof is available in [17]. �

Set Aη depends on ‖x0‖, so the further away x0 is, the less
instability can be counteracted by the control law.

Corollary. If A is Hurwitz and B̄ is p-resilient, then the
system ẋ = Ax+ B̄u is also p-resilient for xgoal = 0.

Proof. Since B̄ is p-resilient, we can lose p actuators and
create F � 0. Since A is Hurwitz, we can pick α ∈ Aη
such that α ≥ 0 > η > max(Re(λ(A))). Thus, the control
law (5) drives the state to 0, the system is p-resilient. �

VI. NUMERICAL EXAMPLE

A. Resilience of a fighter jet

We illustrate our theory on the ADMIRE fighter jet model
[19], a classical application for control frameworks [20], [21].
We focus on the sub-system of the model associated to the
actuators. The dynamics of the angular velocities in roll, pitch
and yaw (rad/s) established in [20] are ẋ = Ax+ B̄u, with:

x =

pq
r

 A =

−0.9967 0 0.6176
0 −0.5057 0

−0.0939 0 −0.2127


B̄ =

 0 −4.2423 4.2423 1.4871
1.6532 −1.2735 −1.2735 0.0024

0 −0.2805 0.2805 −0.8823

 .
Since the eigenvalues of A have negative real parts, the

system is stable. The inputs are the deflections of the control
surfaces in radians: uc ∈ [−25, 55] π

180 for the canard wings,
ure and ule ∈ [−30, 30] π

180 for the right and left elevons, and
ur ∈ [−30, 30] π

180 for the rudder.
Consider the scenario in which, after sustaining damage

(e.g., during air combat), one of the control surfaces of the
fighter jet starts producing undesirable inputs. The pilot wants
to minimize the aircraft roll, pitch and yaw rates, so the target
is a ball of radius 0.1 centered around the origin, xgoal = 0.

Based on the values of B̄ we have the intuition that the
system is only resilient to the loss of the canard. Indeed, the
first column can be counteracted by the combined actions of

both elevons, because 1.2735 + 1.2735 > 1.6532. Only the
elevons can counteract each other’s roll but it would induce a
high pitching moment that cannot be counteracted. The yawing
moment produced by the rudder cannot be counteracted by the
other actuators: 0.8823 > 0.2805 + 0.2805.

As predicted, BB> − CC> � 0 only for the loss of
control authority over the canard. Then, we use Theorem 4
and its notations: λM = 0.8426 < 1, α∗ = 0.0343 > 0,
max(Re(λ(A))) = −0.259 < α∗, so the control law (5)
should work. We simulate our system on MATLAB and add
a white noise z of amplitude 0.1 as process disturbance. We
generate w as a stochastic signal with w(t) ∈ [−25, 55] π

180
for t ∈ [0, 25]. If ‖w‖L2

> 1, we divide w by its L2-norm, so
that w respects both the L2 bound and the same constraint as
uc. For u to respect the input constraints, we add a saturation
to (5). As predicted, the state converges exponentially from
x0 = (1, 1, 1) rad/s to the origin, as shown by the blue curve
in Figure 1. With a LQR controller unaware of the undesirable
input, the state does not converge, as shown in red. The time
evolution of all the inputs can be found in [17].

0 5 10 15 20 25

time (s)

0

0.5

1

1.5

2

||
x
 -

 x
g

o
a

l||
 (

ra
d

/s
)

Control law (5)

LQR feedback

Fig. 1. Distance of the state x from the origin with ẋ = Ax+Bu+Cw+z
and z is a white noise of amplitude 0.1.

For the loss of control over an elevon F � 0, but BB> is
invertible. Then, control law (5) is still well-defined, but for
some w ∈ W the control is not admissible: uw /∈ U . For the
loss of control over the rudder, BB> is not invertible, so the
control law (5) is not well-defined. We cannot guarantee that
the jet can reach the desired target.

B. Comparison with robust control

A controller is robust if it ignores the disturbance, i.e., there
exists a control u such that for all undesirable input w, we have
x(T ) ∈ G. On the other hand, resilient reachability considers
a controller aware of the undesirable input, i.e., for all w, there
exists a control uw such that x(T ) ∈ G.

In our setting, we reasonably assume that the undesirable
input can be measured since it is produced by an actuator of the
system. The resilient controller has access to more information
than a robust controller, and thus should perform better.

We choose the robust control approach developed in [12],
where the closed-loop reach set X [T ] is approximated with
internal and external ellipsoids. For a radius µ ≥ 0, X [T ] :={
xgoal ∈ Rn : ∃u ∈ U s.t. ∀w ∈W, x(T ) ∈ B(xgoal, µ)

}
.
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We compare the precision of our approach with [12] based
on the size of the smallest target ball guaranteed to be reached.
The application case is the ADMIRE model studied in Section
VI-A for the loss of control over the canards. For the bounds
of the robust inputs u, we choose the maximal ellipsoid within
the actuators range. More details are available in [17].

We compute the tight ellipsoidal internal approximation of
the closed-loop reach set: E

(
x−(T ), X−(T )

)
⊆ X [T ]. Then,

we deduce the radius µ of the smallest robustly reachable
target ball: µ = 5.9. Thus, the robust control law can only
guarantee to reach a target state within a radius of 5.9. The
initial state x0 = (1, 1, 1) was already inside that ball. Thus,
the robust control cannot even guarantee that the state will get
closer to the target than its initial state.

On the other hand, we know that the jet is resilient to
the loss of control over the canards. Therefore, a target ball
of any size is resiliently reachable. By having access to the
undesirable input, a controller ensuring resilient reachability
is then more effective than a robust controller.

VII. CONCLUSIONS AND FUTURE WORK

This paper introduced the notion of resilient systems that
can withstand the loss of control over any single or multiple
actuators and still guarantee to drive the state to its target.
We determined the minimal number of actuators required to
design a 1-resilient system. We then focused on the synthesis
of a resilient control law for linear systems. Eventually, we
illustrated our results on a model of a fighter jet.

There are three promising avenues of future work. We
would like to consider the effects of measurements and process
disturbances. We also want to change the type of bounds on
the admissible inputs. Finally, we desire to establish a metric
quantifying the resilience of a given system. For instance, by
comparing the time required to reach a target with and without
loss of control over actuators.
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[20] S. T. G. Ola Härkegård, “Resolving actuator redundancy
- optimal control vs. control allocation,” Automatica,
vol. 41, pp. 137 – 144, 2005.

[21] A. Khelassi, P. Weber, and D. Theilliol, “Reconfigurable
control design for over-actuated systems based on reli-
ability indicators,” in Conference on Control and Fault-
Tolerant Systems, 2010, pp. 365 – 370.


